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Brute force attack case
The most critical step in data security is for everyone to take password security seriously. For brute force attacks, use longer passwords that are preferably nonsense phrases. Also, you can choose one with both lowercase and uppercase letters and symbols. Putting longer passwords makes it difficult for hackers to crack your password. Therefore the longer the password, the more complex it becomes, and the longer time it takes to carry out attacks. Further, ensuring that the password put is a nonsense phrase also makes it hard for hackers to guess the password. Also, avoid using passwords with personal information that one can easily 
assume.
If a brute force occurs, the public should be immediately informed. When attackers carry out brute force attacks successfully, they can collect their data and steal valuables. They can also spread malware to cause interruptions or even hijack a system for malicious use. Besides, they can ruin a website's reputation. To gain back the public's trust, the school could develop privacy rules and teach everyone how to avoid and detect future attacks. They can also use technical approaches to solve such problems. As a result, people will trust the system again.
To prevent future brute force attacks, the organization should ensure they put a more robust password that hackers cannot easily crack. Also, they should restrict access to authentication URLs and limit login attempts into their website. Further, they may use CAPTCHAs and Two –Factor Authentications as it helps to prevent anyone who obtains their credentials from accessing their account.
There are many ethical issues involved in brute force attacks. When one can carry it out successfully, they can use the information they obtain for malicious activities that may cause harm to another person or institution. Getting someone's password to use against the person is immoral as it not only gives you access to someone's account and the private information of the password owner. Thus people should be transparent and honest and should not use someone's information against them.
If students are involved in initiating brute force attacks, they should be duly punished as this act has a lot of effect on the school. They could either be given severe punishments such as cleaning classrooms for a week or be suspended or expelled from school. This will teach them a lesson, and the others will also learn from it.
Shoulder surfing
Shoulder surfing occurs when someone watches over your shoulder and captures essential information such as your password or pin. The most critical first step to take for a shoulder surfing attack is to ensure that you choose a good password, avoid posting it on computers, and make sure nobody is looking whenever you are typing the password. You could also set a more robust password so that it isn't easy for someone to memorize.
When a shoulder surfing attack occurs, the public should be informed. When one accesses crucial information such as account number and bank details of a school, they can use that information to their financial gains that in the long run affect the school. Knowing what is happening helps people to take necessary precautions. To gain back the public's trust, the school should be more responsible and accountable. They can set up a private room that cannot be accessed by unauthorized workers or students, thus preventing any other case of shoulder surfing.
To prevent shoulder surfing attacks, the school should ensure that the IT room is not accessible to students or other workers apart from the ones in charge. This makes it hard for any unauthorized person to see the password when it is entered. Also, they should ensure they use VPN when making any financial transaction on Wi-Fi. Further, the person operating the system should always ensure the keypad is shielded when entering the password. Besides, when sharing any information about the password, it should be done in a private place.
Shoulder surfing is very unethical as it involves bulging into someone's privacy and stealing information that is used to cause harm to that person. This malicious act often causes a lot of damage to the person whose data is stolen. People should be honest and should respect others' privacy. On the other hand, the person whose information is stolen should also be more responsible and careful with personal information to prevent future attacks.
If students are responsible for initiating shoulder surfing attacks, they can be dealt with differently to ensure that there won't be a repeat of the action. The student's parents could be summoned to school and asked to pay for any losses experienced due to the student's actions. The students could also be given punishments, sent away from school for a while, or expelled.
[bookmark: _GoBack]Keylogging
Key logger is a type of scrutiny technology used to monitor and record each keystroke typed on a computer. The first, foremost step to take for keylogging is to use a firewall to help protect against key loggers. Since the key logger constantly transmits data from the victim to the attacker, the firewall will eventually detect it and prevent data submission. Besides, one may also monitor software and antivirus to check the system's health and prevent critical logger attacks.
If such an attack occurs, the public should be informed about it. Key loggers usually act as spyware that steals sensitive data and personal login credentials, which are then used for malicious activities. Thus people must be made aware when it occurs to take necessary precautions against threats. To regain people's trust, the organization can develop privacy rules and teach everyone how to actively avoid activities that might compromise their privacy. Further, the organization should take technical approaches to safeguard data from accidental leakage to unauthorized hands again. Doing this ensures public safety. Thus, they gain more trust in the security systems again.
 To prevent future keylogging attacks, the school could use 2-step verification, install software updates to patch computer vulnerabilities, and use critical encryption software to prevent key loggers from capturing the exact key. Also, they may install Anti Malware Programs since they help to detect and avoid fake software and avoid downloading crack software. Downloading crack software makes it easy for critical loggers to infect computers; thus, it should be avoided.
 Privacy preservation and security provisions for critical logger attacks depend on ethical issues such as transparency, honesty, responsibility, confidentiality, privacy, and liability. All students and workers within an organization should be well aware of their responsibility in making ethical decisions associated with ensuring data and password security. Everyone should ensure they are responsible enough to guard their passwords to prevent them from leaking into unauthorized hands.
In case students initiate key logger attacks, they can be punished or suspended from school. They can also be held responsible for losses or expelled from school.



